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Executive Summary
Electric Vehicles (EV) are the future of transportation. 
Manufacturers are rushing to add models and options 
in parallel with consumers and organizations exploring 
adoption. The growing adoption of EVs presents utilities 
with challenges and opportunities associated with the 
impacts of EV charging on the electric grid. Two primary 
tools to manage these impacts include managed EV 
charging (V1G), altering EV charging behavior to benefit 
the grid and consumers, and leveraging the EV battery and 

inverter as grid-facing storage and support assets (V2G). 
Vehicle to Grid Integration (VGI) includes both V1G and 
V2G applications.

This white paper is written for utility EV program managers 
and IT experts who are thinking about how to scale their 
vehicle-grid integration programs from early stage pilots or 
demonstration projects to full deployments. It is also useful 
for vendors making communications technology decisions. 

The Need for Communication Interoperability
Utility implementations of V1G and V2G will require the use 
of multiple communications protocols to satisfy their needs 
for EV flexibility. Communications protocols define the 
format, meaning, and method for information exchange 
between devices and or systems. A communications 
protocol is analogous to a “language” whereby two entities 
speaking the same language can easily understand each 
other. 

These protocols can be proprietary—the exclusive 
property of an organization—or they can be open 
standards. Open standards are developed and maintained 
by standards bodies for the benefit of all participants and 
are available for use by anyone. In addition to protocol 
definition, compliance and interoperability testing is 
also important in that it provides mechanisms to ensure 
compliance with the standard and that products provide 
the desired interoperability. Even the most robust, well-
defined standards can be misinterpreted or implemented 
incorrectly.

For utility EV applications, these protocols need to be 
standards-based to accommodate the number and variety 

of charger vendors, EV manufacturers, and grid interfaces 
and systems. Open protocols enable competition between 
vendors, encourage innovation through openness, and 
help to facilitate economies of scale as systems grow. They 
are required to ensure that disparate devices and systems 
are able to communicate effectively and efficiently, and 
the need for open protocols increases with the number of 
devices and scale of systems being deployed. Successful 
implementation of an open protocol in a community 
also lowers the costs of communications between 
different systems and scaling of the communications and 
management infrastructure.

However, given the nascent state of the managed charging 
and vehicle-to-grid markets, the landscape of protocol 
standards and technologies is evolving rapidly and across 
multiple dimensions. This poses challenges to utilities 
attempting to specify standards and build scalable systems 
and programs. So, while the need for standards is clear, 
the path to achieving widespread agreement on standards 
is not.

Considerations for Selecting a Communication Protocol
The requirements of EV communications for grid facing 
purposes are similar in many respects to other DER 
communications (e.g., storage, solar). California, through 
the Grid Alternating Current Interconnection Subgroup 
of the California Public Utilities Commission led by the 
California Energy Storage Alliance, is the first state to 
identify interoperable communication capabilities as an 
important component of the EV adoption mandates, and 
to launch a study to evaluate additional requirements 
for EV communications. This work is on-going, with 
results expected later in 2020. Initial findings show that 

minimal additional work is required to adapt existing DER 
communications standards to suit EV applications.

This white paper offers a set of guidelines for selecting the 
appropriate communications protocol for integrating EV 
resources into grid operations. It is organized to help an 
individual understand a process by which they can select a 
VGI communication protocol. This process comprises four 
steps, as shown in ES-1.
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ES-1: Guidelines for Selecting a VGI Communications Protocol

Select a Use Case or 
Set of Use Cases

Hundreds of potential VGI use cases exist, each addressing different utility and customer 
needs. This paper explores three example use cases to illustrate how a utility can call on an 
electric vehicle to provide grid benefits. The first step for selecting a protocol is identifying what 
a utility wants to do with an electric vehicle, assuming owner cooperation.

Determine the 
Communications 
Architecture

Identifying the specific actors, systems, and devices involved is important for understanding 
what data is exchanged and the protocols that apply to those domains. 

Understand What 
Information Needs 
to be Exchanged

Once actors, systems, and devices are identified, the information exchange between them can 
be profiled to understand the specific messaging required for the application to succeed.

Identify Which 
Protocol Best Meets 
Your Needs

Protocol selection requires evaluating candidate protocols for the application, the type of 
data these protocols support, and general non-technical considerations such as ecosystem 
maturity and product availability. Utilities select the appropriate protocol for their applications 
by considering each of these factors. 

Source: Smart Electric Power Alliance, 2020.

Select a Use Case
To illustrate the steps for selecting a communications 
standard protocol, this paper explores three use cases 
based on work by SEPA and the California VGI Working 
Group:

 n V1G Residential AC Charge Management

 n V1G Workplace AC Managed Charging

 n V2G DER Applications

Determine the Communications 
Architecture
In addition to the messaging and protocols needed 
to enable each use case, proposed solutions must 
also consider the control architecture used. A control 
architecture describes the arrangement of elements and 
systems that enable communications between the grid 
operator and the end-device. Multiple control architectures 
exist in utility to EV communication systems, including:

 n Direct Management: a utility communicates directly 
with the EV or Electric Vehicle Supply Equipment (EVSE).

 n Pass-thru Aggregation: utility communications 
are passed through an aggregator, charge network 
operator (CNO) or other gateway (to the inverters in 
case of V2G) without modification.

 n Smart DR/DER Aggregation: utility commands are 
interpreted by an intermediary management system 
which determines what information and control signals 
to send to each end-device including but not limited to 
EV(SE)s.

 n Third-Party CNO: a utility communicates with an 
intelligent aggregation system that manages EVSEs 
specifically.

 n Vehicle Telematics: a utility communicates with the 
EV through an intermediary (typically the EV OEM or an 
EV OEM consortium), partially bypassing the EVSE (the 
EVSE is still needed for safety reasons in AC V2G, and to 
perform the actual inversion in the case of DC V2G).

In all cases, the communications between the utility 
and the next point in the architecture is managed 
by a DER Management System (DERMS). The control 
architecture chosen impacts the communications protocol 
requirements and capabilities.

Understand What Information  
Needs to be Exchanged
Solutions also need to specify the messages (words) that 
are exchanged between systems. Most protocols have 
standardized lists of data that can be exchanged, but not 
all are needed or helpful for a specific application. The 
messages are application-specific, and are developed 
by examining use-cases for different applications to 
understand data needs. These can be grouped by the 
purpose of the data. V1G and V2G message groups are 
summarized in ES-2.

ES-1
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Identify Which Protocol Meets  
Your Needs
This paper addresses four key open standards for VGI. 
They include OpenADR 2.0, IEEE 2030.5, Open Charge 
Point Protocol (OCPP), and ISO/IEC 15118. The selection of 
a protocol or combination of protocols requires evaluation 
of key technical criteria, including the capabilities of the 
messaging protocols to meet the application requirements, 
and other factors including protocol maturity (level of 
adoption, product availability, available compliance/
certification testing, security, etc.) and mandates for 
industry adoption.

The landscape of communications protocols for EV 
management by grid operators is rapidly evolving. Each of 
the protocols continues to see increasing adoption and 
the SDOs/ITCAs continue to evolve the standards and 
the certification programs for the standards. This rapid 
evolution makes protocol selection challenging, and we 
believe it will remain so for several years. 

ES-2: Summary of DR and DER Message Groups for V1G and V2G Applications

Source: Smart Electric Power Alliance, 2020. 

DER Administration

§ Enrollment/registration
§ Asset owners/utility 

programs
§ Individual DER device 

knowledge

DER Operations
(near real-time behaviors)

§ DER settings/schedules for 
automatic responses
§ Emergency dispatch
§ Notifications/alarms
§ 61850-7-420 Information 

Model

Grid Requirements

§ Volt/freq support
§ Emergency dispatch
§ Notifications/alarms
§ 61850-7-420

Load or Demand 
Management

§ Price signals: Time-of-Use, 
Critical Peak Pricing
§ Real-time Pricing, 

Critical Peak Rebates
§ Events/schedules

Transactions

§ Bids/negotiations
§ Forecasting
§ Settlements

PEV Specific Messages

§ EV State of Charge/Status
§ Start/end times
§ Energy required
§ Ramping/charge rate
§ Restart

Targeting/Groupings

§ Group Assignments
§ Aggregators

Built-in Cyber-security

Reporting/Monitoring

§ DER information/status
§ Configuration
§ Metering/performance
§ Telemetry

Critical to the importance and assessment of a 
protocol’s ecosystem maturity is the situation and 
planning horizon of the organization. Smaller utilities 
or states are likely to favor adopting a proven and 
mature protocol. Those with significant market 
influence and a time-sensitive need (such as rapid 
solar and storage adoption in California) may adopt a 
more technically suitable but less mature protocol.

The evaluation of protocol maturity is a function of 
the organization’s position in the industry, sphere of 
influence, customer base, and risk profile (potential 
impact on the ability to operate). 

Protocol Maturity Considerations
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What’s in the Paper
The vehicle-grid integration industry is in its infancy. 
Identifying and specifying the required standardization 
of the messaging protocols between distribution utilities 
and the EV communications infrastructure will be critical 
to incorporating the capabilities of EVs into effective grid 

management. This white paper describes the fundamental 
challenges in managing VGI interactions, provides a review 
and analysis of the current set of EV messaging protocols, 
and defines guidelines for selection and use of messaging 
protocols. It includes the information outlined in ES-3.

ES-3: Paper Overview

Introduction
Provides an overview of the paper and of interoperability standards and communication 
protocols, examples of EV communication mandates to date, and a high level set of 
guidelines for selecting a communication protocol for vehicle-grid integration. 

Select a Use Case or  
Set of Use Cases

Provides the argument for identifying a use case or set of use cases as part of a 
communication protocol selection process. 

Determine the 
Communications 
Architecture

Includes an overview of EV actors, a definition of communications architectures and 
messaging pathways. It also discusses where decisions are made in the messaging 
pathway options.

Understand What 
Information Needs  
to be Exchanged

Describes different potential information exchange requirements needed to meet use 
case messaging requirements. 

Identify Which Protocol 
Best Meets Your Needs

Provides an overview of four common VGI protocols and guidelines for selecting a 
messaging protocol based on three sample use cases. It also includes other factors 
impacting protocol selection. 

Summary and 
Conclusion Highlights key takeaways from the paper.

Appendix Includes a glossary of terms.

Source: Smart Electric Power Alliance, 2020.
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